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Agenda
vacy

● Crash course

– Surveillance & Heuristics

– Best Practices

_____________________________________________________________________

● Demod Answers



Goals
● Basic understanding of surveillance mechanisms

● Basic understanding of counter measures

● Form the foundation for further self-study

● Non-goals
– Expert knowledge
– Side chains, anonymity set, dust attacks, timing correlations, taproot, etc.



Who of you has your cell phone turned off?

...
Cross check



Please, turn it off now.
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What is Privacy
● Fundamental right

● Highly individual

● Self-determination

● Requirement for a healthy and functioning society
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Bitcoin and Privacy
● Open and transparent append-only log

● Not anonymous, “pseudonymous” at best

● Your privacy depends entirely on your usage
– As with security: depends on your threat model
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Bitcoin and Privacy

● Surveillance & Heuristics
– “Chain analysis”

● Best practices
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Surveillance & Heuristics
● Large-scale surveillance of the bitcoin ecosystem through data mining

– Gathering metadata
– Wallet clustering
– Traffic analysis (e.g. on public block explorers)
– Communication eavesdropping (through third parties, e.g. electrum servers)

● State “sponsored” industry (by law)
– Chainalysis, Scorechain, Ciphertrace, GraphSense, etc.

● Heuristics are probabilistic: they cannot offer certainty
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Surveillance & Heuristics
● Common-input-ownership
● Change address detection

– Address reuse
– Unnecessary input heuristic
– Round amounts heuristic
– Script type heuristic
– Exact payment amounts (no change)

● Time-based cluster analysis
● Wallet fingerprinting
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Common-input-ownership
● Assumption: All inputs of a transaction are owned by the same entity

● Fundamental core heuristic

● Clustering of addresses

● Broken by: CoinJoin, PayJoin, Dual-Funded Channel, etc.
– e.g. First Dual-Funded Channel: 

https://blockstream.info/tx/91538cbc4aca767cb77aa0690c2a6e710e095c8eb6d8f7
3d53a3a29682cb7581

https://blockstream.info/tx/91538cbc4aca767cb77aa0690c2a6e710e095c8eb6d8f73d53a3a29682cb7581
https://blockstream.info/tx/91538cbc4aca767cb77aa0690c2a6e710e095c8eb6d8f73d53a3a29682cb7581
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Change address detection
● Assumption: Change-output can be detected and belongs to the initiating entity

● Set of fundamental core heuristics

● Clustering of addresses

● “Detection”:
– “Easy” when address is reused
– Unnecessary input heuristic
– Decimal places of outputs
– Script type heuristics
– Round amounts heuristic (in sats or fiat)

● Broken by: 
– Change avoidance
– Multiple change-outputs
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Address reuse
● “Assumption” (de facto): Same address controlled by same entity

● Should be avoided
– Do not hand out addresses multiple times
– Do not send to already used addresses

– hint: Can be forced

● (theoretically) broken by: 
– Passing private keys  ¯\_(ツ )_/¯ 

– Multiple keys can derive same address ¯\_(ツ )_/¯ 
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Address reuse
● 0c0621370e6d945d94237e3fc8f1ad260e893a83db1254eb5e2e134283cf3173

https://mempool.space/tx/0c0621370e6d945d94237e3fc8f1ad260e893a83db1254eb5e2e134283cf3173
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Unnecessary input heuristic
● Assumption: What need not be spent, stays

● Also called “Optimal change heuristic”
– flags the smallest output as a change address if it is smaller than the smallest input

● Example:

– Question: Change?

● Broken by: 
– Add more inputs until the change output is higher than any input
– Wallets with coin selection algorithms that adds unnecessary inputs (note: can be marked as “abnormal”)

In:           Out:
A (2 btc) --> X (4 btc)
A (3 btc)     Y (1 btc)
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Unnecessary input heuristic
● 49e3e113b43c80a6828510d070872adca5a9549207f998e03f37625df8d0cabe

https://mempool.space/tx/49e3e113b43c80a6828510d070872adca5a9549207f998e03f37625df8d0cabe
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Round amounts heuristic
● Assumption: Round number outputs are payments

● Round outputs as well as in bitcoin as in fiat (e.g. USD, EUR, etc.)

● Example:

– Question: Change?

● Broken by: 
– Out-of-band payment (e.g. on-chain + lightning)
– Sometimes clashes with “Optimal change heuristic” 

● (e.g. 2 in + 2 out, but smaller output is round amount in fiat)

In:                    Out:
A (1.11838477 btc) --> X (0.31838477 btc)
                       Y (0.8 btc)
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Round amounts heuristic
● a8ff6702346fc05c8c6ac1e56556ff78c8d2431c3cb3d2e7cb5a1439bf74c842

https://mempool.space/tx/a8ff6702346fc05c8c6ac1e56556ff78c8d2431c3cb3d2e7cb5a1439bf74c842
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Round amounts heuristic
● a8ff6702346fc05c8c6ac1e56556ff78c8d2431c3cb3d2e7cb5a1439bf74c842

https://mempool.space/tx/a8ff6702346fc05c8c6ac1e56556ff78c8d2431c3cb3d2e7cb5a1439bf74c842
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Round amounts heuristic
● 08da11bc50e7802f68861fad292d16029cb2412307d8780ebed0ec7e5696e2db

https://mempool.space/tx/08da11bc50e7802f68861fad292d16029cb2412307d8780ebed0ec7e5696e2db
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Script Type Heuristic
● Assumption: Change address is of same script type as inputs

● Example: 

– Question: Change?

● Broken by: 
– Self-spend to different script type (e.g. change-output)

– Wallets using multiple script types ¯\_(ツ )_/¯

In:              Out:
A (“bc1q..”) --> X (“bc1q..”)
                 Y (“3..”)
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Script Type Heuristic
● 0573014143bd8a2d1853328b5e925b6c5fd3646e0cac2ea0cf6a85a92b79fc07

https://mempool.space/tx/0573014143bd8a2d1853328b5e925b6c5fd3646e0cac2ea0cf6a85a92b79fc07
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Exact payment amounts (no change)
● Assumption: coins still controlled by same entity
● Unlikely that an output exactly matches spending amount
● Possibly input consolidation or switching to new wallet
● However: Switching transaction structure afterwards reverses 

assumption
– e.g. from “normal payments” to “batching transactions”

● Broken by: 
– Out-of-band payment (e.g. on-chain + lightning)
– Consolidate to multiple outputs
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Exact payment amounts (no change)
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Wallet fingerprinting
● Goal: Figure out which wallet software an entity is using
● Transaction construction analysis of clustered addresses
● Input/Output order

– BIP69: Lexicographical Indexing of Transaction Inputs and Outputs

● Fee estimates
● Coin selection
● etc.
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Surveillance & Heuristics
● Conclusion

– Know your threat vectors

– On-chain analysis cannot be avoided

– Heuristics are probabilistic
● Inherently flawed
● Can be mitigated/broken
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Best practices

● Self-custody your coins
● Do not reuse addresses
● Run your own node

– Avoid public block explorers

● Minimize exposure to KYC/third parties
● Use the Lightning Network
● Use Coin Control
● CoinJoin early and often
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Self-custody
● Single most important step

● “Not your keys, not your coins”

● Failure to do so, means you disclose by default:
– amounts
– timestamps
– history and future of all your transactions
– lots and lots of metadata
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Run your own node
● Essential if you want to preserve privacy

● Information remains under your control
– Otherwise, someone other knows your every move
– Avoiding public block explorers

● Source of information for surveillance companies

● “Not your node, not your rules”

● Not: Do you run a node? But: How many nodes do you run?
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Do not reuse addresses
● Links to previous transactions

● Bad for privacy of receiver and sender

● Never a “change” output
– See “change detection heuristic”
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Minimize exposure to KYC/third parties
● “Trusted third parties are security holes”

– Nick Szabo (2001)

● Trusting someone else with your personal data

● Mostly negative impacts for the general public
– Data will be lost eventually
– Criminals will always find a way

● Links your real identity to your funds
– Root of all future surveillance mechanisms 
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Use the Lightning Network
● Increases transactional privacy

– Onion routed; multi-hop; “peer-to-peer”

● No public record of individual payments

● Strong privacy guarantees; especially for sender

● Hints
– Purpose of LN is quick settlements, not privacy
– Still has On-chain footprints
– Private channels → Unannounced channels
– custodial vs. non-custodial (hint: WoS anyone?)
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Use Coin Control
● Feature of most wallets

– aka “UTXO management”

● Mark individual UTXOs for usage in Coin Selection

● Pre/Post-Transaction privacy

● Label your outputs
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CoinJoin early and often
● Construction of transactions

● Collaboration between multiple parties

● Breaks common-input-ownership heuristic

● Multiple implementations
– Wasabi, Samourai, JoinMarket, etc.
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CoinJoin early and often
● Fun fact: Technically, every transaction is a CoinJoin

– Special: transaction with exactly one input

● PayJoin

● Considerations
– There are fees involved with CoinJoins
– Spending habits after joins are very important
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Demo



38 of 38

Questions & Answers

● Run your own node.

● Stay humble, stack sats.

● Fix the money, fix the world.
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